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Abstract — When securing a network, administrators have
to use many different tools. For each operating system
different applications have to be used, regardless they are
doing exactly the same. Although functionality of them is
similar, administrators have to spend a consider able amount
of time to read documentation and learn how to use a new
tool. To minimize this effort a specialized tool securing
networ k and checking available servicesis needed.

In thisthesis the Intrusion Detection and Internet Services
Failure Reporting System created to detect unwanted
manipulations to computer systems, mainly through the
Internet and checking all active services in secure network is
described. The application has written using Java Enterprise
Edition (JEE) technology and jpcap library, so it can work
on many different operating systems. Intrusion Detection
System is based on signatures method detection.

Keywords — Intrusion Detection system (IDS), Internet
Services Failure Reporting System, Java Enterprise Edition
(JEE).

|.INTRODUCTION

When securing a network, administrators have to use
many different tools. For each operating system different
applications have to be used, regardless they are doing
exactly the same. Although functionality of them is
similar, administrators have to spend a considerable
amount of time to read a documentation and learn how to
use anew tool.

To minimize this effort a specialized tool securing
network and checking available services is needed. In this
an universal system for monitoring network traffic and
services available on different operating systems (with
Java Virtual Machine installed) is described. The
application is a passive system, so problems are only
reported. It can be changed, but the outgoing module
should be rewritten first. An Intrusion Detection System
(IDS) is a defense system, which task is to detect hostile
activities in a network.

The key is then to detect and possibly prevent activities
that may compromise system security, or a hacking
attempt in progress including reconnaissance/data
collection phases that involve for example, port scans. To
recognize possible attacks systems are examined for any
abnormal behavior. This may be helpful in detecting real
attacks.

Il. APPLICATION STRUCTURE

The described system integrates the test Intrusion
Detection System with the Monitoring Failure System. Up
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to now these tools were different Systems with different
configuration methods. This system ensure one tool to
detect failure services and intruders.

To make application available for many operating
systems authors decided to use Java language (Java
Virtual Machine can be installed on most popular
operating systems).

To get a low level access to the ethernet network
devices ajpcap library was used.

The jpcap get an access to the standard operating system
function written in C and C++ language by Java Native
Interface (INI).

The JNI is a standard programming interface for writing
Java native methods embedding the Java virtual machine
into native applications. That alows Java code running in
the Java Virtual Machine (JVM) to call and be called by
native applications (programs specific for hardware and
operating system platform) and libraries written in other
languages, such as C, C++ and assembler.

The main aim of the system is to detect al types of
malicious network traffics and computer usages. The
intruder detection and the reporting failure help
administrator teams to keep the computer system safe. The
second part of the system checks al services in the
network and reports if one or more services work
inappropriately.

The Application consists of two main parts which are
available to user

1. Network Intrusion Detection System (NIDS)

2. Internet Services Failure Reporting System (ISFRS)
2.1. Intrusion Detection System

The most important activity of the system is an intruder
detection. IDS monitor packets on a network and compare
them with a database of signatures or attributes for known
malicious threats. Thisis similar to the way in which most
antivirus systems detects viruses. The important problem
isthat thereis alag between a new threat being discovered
in the wild and the signature for detecting that threat being
applied to the signatures database. To keep the application
up to date, authors used the signatures database from
project Snort.

IDS contains four modules

1. Sniffer getting packages from a network,

2. Preprocessor preparing packages for analysis,

3. Signatures databases — database of patterns of known
malicious threats,

4. Detection engine — compares packages with signatures.
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Siffer — a packages decoder specific for every operating
system, usually written in C or C++ language. Because a
part of JEE is NI, classes written in Java language can be
integrated with C and C++

To cooperate with different OS the IDS should have
implemented an universal method to switch Ethernet card
to promiscuous mode. The jpcap library is responsible for
this task and requires libcap or wincap library available on
the operating system.

Preprocessor is responsible for preparing packages for

analysis. Sometimes processes can cause some problems
with detection. To effort this preprocessor analyzes
connection and prepare package segquence for engine
module.
Sgnatures database - specially prepared patterns
database. Every incident is analyzed to get a regular
expression describing the type of attack attempt. There are
alot of signatures in the database. Authors of this project
used signatures form the project Snort, because the
database is till being developed by the Snort Project
Team, so updates are often released.

Detection Engine takes packages from preprocessor
and compare them with specia signatures from the
database. Result of the compassion is sent to outgoing
module, where areport is prepared.
alert tcp ![192.168.1.0/24,10.1. 1.0/ 24]

any ->\

[192.168.1.0/24,10.1.1.0/24] 111
(content \

“]00 01 86 a5]”; msg: “external mountd

access’”;

2.2. Internet Services Failure Reporting System

The second element of the system represents application
monitors services available in a secured network (HTTP,
SMTP, POP3 etc.). In some time intervals (defined in a
configuration file) every service on the server is checked
and a report is generated. If any service is down, a short
report is sent to administrators. This element has two basic

modules and a few small plugins for checking each of
services Plugins can be written by any programmer who
knows the basics of Java language.

Only one condition has to be respected: a plugin has to
implement ServiceTest interface(designed to communicate
between a plugin and a system). This interface was
designed specially to get more functional testing module.
The basic function check() gets a simple answer: “Service
is working or not”. Because services not always work on a
default port number, the function gets a possibility to
define a port number for each service.

The getMessage() function can be used to return a more
detailed information about the service and alows
administrators to decide how many information about the
service they want to receive.
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In the current version of the system, following test
modules: dns, telnet, ftp, smtp , ssh, pop3,spop3, imap,
simap, http, https, tomcat are avaliable. An example of
smtp test module has been introduced The presented
example shows a testing module checking availability of
the smtp service. In this case administrators get a short
information about working status of the outgoing e-mail
system. The complex module can check technical details
of the service (authorization, availability of the single
page), and return status messages.

/1 inmports onmitted
public class SntpTest
Servi ceTest {

private String nessage = null;

public bool ean check(String hostnane) {
return check(host nane, 25);

i mpl ement s

public bool ean check(String hostnane,
int port) {

String tnp=null;

Socket client=null;

Buf f eredReader in=null;

StringBuffer rep=new StringBuffer(1);

try{

client = new Socket (hostname, port);
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in = new BufferedReader (new
| nput St r eanReader
(client.getlnputStream()));

t np=i n. r eadLi ne();

message= “SMTP is working”;
} catch(Connect Exception e){
message= “SMTP does’t work: Connection
Refused”;

return false;

} catch(l OException e) {
e.printStackTrace();

} finally {

try{
if(client!=null) client.close();

} catch(l CException e) {
e.printStackTrace() }
}

return true;

public String get Message() {
i f(message! =null) return nessage;
return “Host wasn’t check!!!”

H}

There is one more module used by both parts of the
system. It is the outgoing module sending reports to the
network administrators team. As mentioned before, the
application was designed to be independent from the
operating system.

The output module contains a simple SMTP server to
send reports by emails and a GSM module to send SMS
messages with short report. The reporting module was
split into two submodules to ensure that administrators
will receive a notification immediately.

System requirements

The Java technology allows for multi-platform usage of
the described application, only the Java Virtua Machine
and libcap or wincap libraries are necessary for the system
to work properly. The signatures database can be
downloaded from web page of the snort project. System
does not require a powerful hardware, the application was
successfully tested on the Intel Pentium 11l 1GHz
processor with 512MB operating memory.

I11. CONCLUSION

The main goa of this project was to create an
application able to work on most popular network
operating systems and containing the functionality of a
few different tools usually used by network administrators.
There are a few applications on the market, which fulfill
these requirements, but are expensive and inappropriate
for authors' needs, therefore it was decided to begin a
research.

REFERENCES

[1] P. Nowak, B. Sakowicz, A. Napieralski. "System wykrywania
wiaman i powiadamiania o awariach serwisdw internetowych”,
Mikroelektronika i Informatyka, £6dz 2005, pp. 33-36, ISBN
83-922632-0-0

[2] P. Nowak, "System wykrywania wiaman i informowania o
awariach serwisdw internetowych”, Master Thesis, Technical
University of Lodz, July 2006.

[3] R. G. Bymes D. J Barett, R. E. Siverman,
"Linux.Bezpieczenstwo. Receptury.”, O'Reilly, 2003.

[4] B. Caswell, J. Hewlett, " Snort users manual”, 2003.

5] E. Amoroso. Sieci: Wykrywanie intruzéw. Wydawnictwo RM,
1998.

AUTHOR’SPROFILE

K. Seena Naik

Ph.D., Department of CSE,

S. K. University, Anantapur
Email: seenasunab58@gmail.com

Dr. G. A. Ramachandra

Department of CSE,
S. K. University, Anantapur

M. V. Bramhananda Reddy
M.Tech. (Ph.D)

Department of CSE,

GITAM University

Email: bramhareddy999@gmail.com

Copyright © 2014 1 JEIR, All right reserved
238


mailto:seenasuna558@gmail.com
mailto:bramhareddy999@gmail.com

