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Abstract — This paper is considered the possibility of the network. In the case when an attacker changesttaeka
modification standard gradient algorithms of the edication strategy, this method is useless until the ideratfon and
methods, foundedto use multifunction heuristic proedures analysis will produce new attack signatures to the
for increasing the efficiency of the operating theexpert subsequent formation. In this case, the use of aheur
systems. The method definition of necessary parameseof oo ensembles can detect the attack, whicheis, n
decoy targets, providing most flow attacks to decotargets is and the use of multiple neural networks that are giathe

offered.The model of intrusion detection computer #acks, ) - .
using in quality sign of detection position of thesecurity ~€nsemble, can increase the probability of detediottis

policy, formalized with facility of the hardware of the attack.

hierarchical ill-defined systems.
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l. INTRODUCTION In solving complex problems a situation may ariseew
trying to get an acceptable solution, even whemgusi
The problem approximation of different kinds ofdifferent algorithms, parallel processing and swjvihe
dependencies occurs under design of complex systaths same problem, do not give results. In this case, th
determination of their internal characteristics. r Foassociation of several algorithms in the compasitio
detecting hidden patterns of problem to be soliedan allows solve the problem. When solving problemagsi
use mathematical methods, but they do not always ha neural network methods based on the use of multiple
universal character and are suitable for a widgeanf neural networks - ensembles, the input data isgused
tasks and may require large computational cost.thero With the help of several unauthorized access. Hibrca
direction for approximating dependence associatéti weach NN was carried out by the method of back
the use of artificial neural networks (NN). Baseul the ~Propagation using combinatorial heuristics. Ensenfbr
fact that unauthorized access are universal appmmi’ solutions prOblemS of intrusion detection consistad
can be identified depending on the desired in rtmsits three NN [2]. The first NN was trained standardoaiihm
by analyzing information on the operation of systeand back-propagation errors. Under training a secondsNN
training on the basis of this information of neutetwork. ~used the same learning algorithm, but modified
In event of, when necessary to solve Cha||engemhi@0mbinat0rial heuristics-based look-ahead algor.ithm
containing a complex interdependencies that may vaFducation the second unauthorized access condibgted
over time, the quality of solving the problem cam bthe method of back propagation as long as theimgin
improved by using NN ensembles [1]. As a result ofrror for the difference of two successive itenasios
parallel processing of a data set of NNand thenbioimy ~ greater than a certain threshold if the error ckanthe
the outputs it is probable that a solution thattiperior to Value falls below the set threshold, the heuristised.
the results of each of the neural network, a merobéene ~ Further, the NN was trained by back propagatione Th
ensemble. probability of the use of heuristics decreasedeasning
Under training mu|ti|ayer NN most Commomy usednetwork to |n|t|a“y prevent the ingress of traigimethOd
backpropagation. But this method has sever&lf back propagation of errors in a local minimundao
disadvantagesy the most Significant -is |ndeﬂy||ﬂeng allow a more detailed network Configuration in theal
|earning process. In Comp|ex prob|em5 |earning @Tur stages. Consider combinatorial heuristic algorithmk-
for a long time, which leads to the fact that iinpossible ahead in more detail:
to use a NN ensembles in intrusion detection systemt. Select the neural element of the hidden oruiugyer
because Many of them have to work in real time. The of the NN. The Welghts of the neuron multidimensilon
second disadvantage - it is entering the network iiocal view as the starting poink, with the number of
minimum. These disadvantages allow eliminate variou component = 0,1,2,... N, to the number of weights
types of combined procedure by which to impleméset t  within the selected neuron. Assuniigg, = f(x0),

small random changes weighting coefficients of\ine whereF,,;, —error of training NN.
As a problem to be solved with the help of NN2. For eachi —th component, part of the selected point, to
ensemble, consider the problem of intrusion dedacin optimize, fixing the others:

local area network. In most cases, the identificatof = randomly selected possible values unfixéd-th
malicious behavior detected by signatures, which componentr for forming possible combinations of
compared with certain packet fields, transmittectrom weighting coefficients so that the combinationsthue
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selected NN training error was less thgn If this was
not achieved, repeat step 2 for the next 1
components.

determine the best combinations af found by

3. If the achieved quality of training criteridgen stop
searching and to continue training using back
propagation method.

For optimal functioning of the expert is necesstoy

weighting factors and put a value equal to théorm their initial states expressed preset weightin

minimum error training,.
perform proactive search.

coefficients of neural networks. At the same timsghiould
be noted that in this problem the network, not ver

1) For each of the permissible combinations of th&unction individually and in ensemble. Therefore ist
weighting factors found in step 2 (a), carry out anecessary to use the principles of optimizationetasn

random selection of one afthe following possible
valuesi + 1 components, assuming that it is not fixed.
Select the best combinations of found and fitee
value of the componentas optimal.

2)

cooperative co-evolution with multiple populatioteking
into account the co-operation of experts. The badis
modification of populations for solutions was ladmune
optimization algorithm, built on the principles of

If i = N, proceed to step 3. Otherwise, follow step 2mmunity of living organisms. Estimated weight NNis

for the componenti + 1).

Carry out a random search to determine the \wdst

of the variablav for fixed values of other variables [3].

These points taken as a new reference pgjntand

error learning by substituting a combination fouhd

balance of the base point for thg,,.

4) Go to step 2 with=1, if not satisfied the end
computing conditions.

3)

coded in antibodies constituting the population. Vs
consider the problem of antigen initialization staipert.
Suppose you want to find a combination of initialtes of
the three experts, in which the learning procedktake
place in the shortest possible time and to enshee t
effectiveness of co-operation. For each NN optitmra
process goes independently of the others. It igréaluce
novel antibodies using mutation operators recontlmina

For third NN training was conducted by the methodnversion and various operators. When there iseal rier

similar to the second neural network, but as a ikéor
algorithm was used based on the method of complexes
1. Select the neural element of the hidden orwiutpyer

an expert assessment of a population, the expimts,
initial states which are caused by the operatiorthodée
different populations of antibodies, combined iatsingle

of the neural network. Based on the Weightinﬁnsemme’ and performed evaluation of the effectss
coefficients we construct complex consisting Bf and functioning of the unauthorized access of ingin
estimated allowable weighting values. For each tpoigXPerts from these initial states. Thus, each rjoul of

p = 0,1,2,... P, followthese steps:

cooperative coevolution tries to find the optimattpof the

Randomly determine the admissibility of the a"egeépverall solution. This approach allows us to brdaktask

values of weighting coefficients’.
a) If received an invalid value, find the centeigadivity of

x already found the weighting values and perform the

conversion for each component of the estimatedegatf
the weighting factors:
xT=x"4+05-(x—x") (1)

Repeat the procedure until, till the point will nbé
permitted.
b) Repeat for all other alleged weighting factors.
2. Carry out a reflection of the complex:
a) Select the estimated allowable values of weighti
coefficients for the neural element,
substituted in the neural network training error tlig
maximum:

f(xR) = maX(f(xr)) = Enax (2)
b)Find the center of gravifyand new values:
xm=x+p-(x—x")(3)

where8 —parameter, which specifies the distance
reflection.
c) If obtained
combinationf (x™)greaterF,,,,., it is necessary to halve
the distance between the current point and theeceoit
gravity and continue the search.
d) If the resulting combination is valid and traigierror is
less tharf;,, .., then go to step 3.
e) If obtained in the previous step invalid combio, it
is necessary to reduce in half the distance tacémter of
gravity and continue as long as the combinatiors duoat
become valid.

(o)

in the previous step and allowabl

into subtasks, which reduces the complexity of the
solution.

Evaluating the effectiveness of the given algorghmas
evaluated by two parameters: the value of the emndrset

the time. MismatchM —is a dimensionless [4] quantity
which is a measure of the closeness to the gragimalp
expert mean square error and experts trained using
conventional and modified back propagation algamith
using combinatorial heuristic algorithms:

Est - Emin -1 (4)

Est

M =

Emin Emin

which whenvhereE,, —stable value standard error learnirfg,;, —

minimum mean square error of the expert. Mismatith w
idealized model for teaching conventional back-
propagation algorithm averaged 10%, using heusistic
mismatch decreased to 7.35% as well as a faster
convergence time of the algorithm to the optimelady
sate.

Multilayer perceptron’s included in the ensembleal an

éorm associative machine differ in architecturee th

number of layers, the number of neurons in eacér|ahe
initial states of the weighting factors. NN has le
sufficiently discernible to the errors that occuhem
searching for a NN solutions were compensated hgrot
members of the ensemble. Following the decisioaawh
NN all output signals are combined in a certain wiay
accordance with a predetermined algorithm. Thel fina
result obtained in this ensemble of NN can exceéed t
quality of results from individual NN.
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These basic algorithms presented multilayer peroept the trained NN architecture and its conformity teet
are combined in a composition with a few types oproblem being solved. For each NN quality charésties,
algorithmic compositions: a simple voting, weightedn solving this problem, the method of least sqsare
voting and voting by seniority. In the case of weey through which carried out the linear approximatemor
voting to adjust coefficients are used the methdd draining schedule individual NN of the ensembleings
assessing the quality of education based on thaitep the method of least squares coefficients is linear
process of the NN. Consider combining techniquelationship in which a function of two variables i

making and receiving the resulting solutions. minimum.
The simplest example of a corrective surgery isngle n 5
arithmetic average or vote: H@b)= ) (yi— (@ x;+ b)) (7)
T i=1
bG) = Q(by GO, b)) = 1/T Y by (x) (5)
t=1 [Il. A METHOD FOR INCREASING THE
In the formula (2.5)b(x) —the algorithmic operator, EEFICIENCY OF DETECTION NETWORK

Q —corrective surgery.

Corrective surgery, which merges the basic algorith
of decisions can have free parameters that must b
configured on the training set, along with the pasters
of the basic algorithms. An example is a weighteerage,
also referred to as a linear combination of bas
algorithms:

ATTACKS

€ne of the most important areas in the field of
information security research is to detect intrasio
iCurrently, there are many ways of detecting cylitrei
Gf various types. Among them, always emphasizes the
T ways that allow you to detect attacks previouslinawn
species [5]. To detect such attacks usually applibd
b() = F(b;(x), .., br(x)) = z a:b;(x) (6) agproacrE t]>ased on the identification of abnoyrmggbmr
t=1 gﬁ the network. Often it invited to use various fistics to
identify clearly different from normal behavior. In
particular, we propose a heuristic based on thenastion
that a legitimate user is not to contact him foruaknown
object on the network. To use this heuristic sholoéd
placed in a network system that do not particifpatether
industrial processes, and not advertised as a ngrki
network services - the so-called decoy targets. Any

Weights a, express the degree of confidence in th
relevant basic algorithms.

Voting by seniority called corrective surgery, whits
calculated according to the algorithmb,ify) = 1, object
y is belongs to a classg, otherwise the right to vote is
passed to the next in seniorityalgorithm. Ifb,(y) =1,
objectyis belongs to a class,, and so on. Transfer of

;?tg]r%r:gztsdzac?dgg eﬁte;?iﬂéossg?i?r?n?ss cr)(renﬁjer?\br?aslllc network activity is a false target is suspicious ahould
g : 9 consider as malicious.

value, issuedcyresponse, meaning the rejection of the The network modelwhich containing the decoy

Clﬁsﬁéf'cgggigigaths Olge(i}(')te on the seniority proble targets. A distinctive feature of this heuristic is thas it
selecting input dat)all resentation about eachy prto Mffectiveness depends on the proportion of thel tota
9 Inp P digo number of attacks attributable to the decoy tardatturn,

produce solutions and to assess its suitabilitye T t is determined by the ratio of the number of éaiargets

functi.oning .Of .the bagic algorithm determin_es Whic'}md real network and their other parameters. Let us
algorithm will give the first answer, if the algtiin does consider the model to associate with the required

not refuse to make a decision then the response éﬁiciency parameters of false and real goals.

con&dirledla responfs_e to thet ('jntht a_ctlct)_n forfctththe‘;aee The basic concept of this model is the notion appse
ensemole. In case ot incorrect determination o r [6]. Under the aim will be to understand the wogkion

of éht?] ent(ljre etnsemt])cle can give an uglacc](captabalreévg?ﬁ,l the host in the network process, performing a oerta
ancd e advantage ot using an ensemble of severall code.So how often network attacks aimed at

beAIOsSitrﬁilar roblem arises in the weighted votinancs vulnerabilities in the operation of the applicatewftware,
P 9 9 a sense of purpose can be considered reasonataek At

the definition of the weighting factors. The degrek ; : -
confidence selected algorithm determines whichrdmute :EE ant]tz((j:i:e\rlyl” be called the following steps perfed by

fo the overall demspn making each expert ensemble select according to some rule targets for the next
case of wrong selection of the coefficients, theamthge attack:

;NIIIkbeTglvenl to ttr;]e algotr)llthm, V.Vh'fr? 'SNI:LU? $9d. tothe checking that the appropriate target vulnerabditie
ask. 10 solve the problems in the raining ghas, attempt to exploit the vulnerabilities.

which consists of an ensemble estimated dynamiaiteg As a rule, any attack is focused on a set of code

process. The better the individual members of trT\?ulnerabilities. Thus, it makes sense to group gaal

ensemble formed,_ the faster they are able to PEICEl |asses on the basis of his matches. Each classontain
examples of learning sample. In the case of asgpske both real and false targets(see Fig.1)
quality of training on the average value of the msquare e

error on the whole set of examples from the tragjreat, it
needs a method that can give an idea about thé&yqo#l
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Fig.1. The scheme of interaction model components
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It is believed that the attackers represented byraber
of copies of malicious software, each of which ieariout
cyclically attempts to attack on the network. Atfem
attacks occur at discrete points in time. One cssumme
the presence of a large number of independent sswt
attacks at each time point. Consequently, we casider
the total flux attacks from these sources, consideit
simple [7]. Obviously, in conditionsof changing
characteristics of the external environment wikiege and
the parameters recorded flow attacks, but it assuhe it
is always possible to choose a period of time duwhich
the flow can be considered as the simplest. Indhge, it
suffices to consider the state of the environmédistrete
points in time intervals corresponding
parameters of detected attack flow. At the same tine
state itself will be determined by the parametdr¢hese
flows, and the impact on the protected networkcata
can be described as a set of independent streams
attacks, one for each class of targets.

Consider the probability of an attack on any fatget

step of excluding previous changes, there is a efatimat
some of the decoy targets in network is embedded in
small time ago, will be removed in the next step.
Obviously, this does not give them to fulfill thdéimction
and can potentially lead to their disclosure [8hu§,
considering the dynamics of the model, it is neass$o
take into account this important goal setting, e time
elapsed from the moment of its appearance, or
availability of time. Each class can be characestiby the
distribution uptime availabilities goals of thisask. It is
possible to formulate the following limitation; tem
allocation available of decoy targets should not be
different from the distribution of the timing of aNability
of RC in the same class. This restriction follovirectly
from the fundamental principle of the introductiohfalse
objects in the network: to the attacker failed igckbse the
fact of its misinformation, false as the object o less
different from actual.

Another limitation associated with this same piiheiis
the need to maintain a stable set of servicesattgabn the
same host in the implementation of decoys
Furthermore, there is usually a restriction onrtteximum
number of hosts - "carrier" decoys. Thus, it isgilole to
list the following options purposes, in terms diuencing
the accepted model the effectiveness of heuristic:
belonging to a class goal from the point of viewttod
coincidence of executable code;
belonging to the class of real targets or decayetzr

the

[9].

stationary time when the target became available in the né¢wor

host, which is the goal.
For the network as a whole are calculated parasieter
such as:

=0fthe number of classes on the basis of goals matbkes
executable code;
distribution target available time in each class;

in the network in each gap flow stationary parametes the number of real and false targets in each ckss,

attacks. Due imposed definitions and assumptionis, t

probability is equal to the sum of the probabittier all

classes of targets. It has the following expres$iwrthis
fi

probability:
p= ZP{tEC}fl - @)

whereP{t € C;} — is the probability of selecting the next
step of the targe(;; f;and r; —classes the number of
decoy targets and real purpose, accordinC;atass and
the number &k —class goals.

The probability of selecting targets from a parécu
class in practice can be determined as the ratithef
average number of attacks on the purpose of thes dta
the total of all attacks on the network end. Thagerage
values can be defined using the notion of inter(I)ftow
attacks. The best in terms of the proposed modélbei
such a configuration parameter of the decoy targets
network, which will provide the maximum value Pfwith
set limits on the number of decoy targets in edelssc
This is true for the fixed time.

Now suppose that the intensity of the attack esfdot
each class objectives change over time. If oneutzks
the optimum configuration of the decoy targets athe

well as the maximum possible number of hosts that
carry decoys.
Formally, the model can be written as follows, maki

into account:
k
Zi
I
k

=1
P(Tj < T) = P(Tj < T)
where k —number of targets classes in the network;
I; —intensity of attacks on targe(;class;/ —intensively
attacks on targets all classex; € X —fixed set of target
types from the set of all available configuraticors the
network; a; —number of hosts with decoys corresponding
Xj configuration'N —maximum number of hosts with
decoys; t; Fand ‘r —time availability of false and real
purposes, respectwely

= max

9
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IV. THE METHOD OE DETERMINING THE the possibility of using set of fuzzy variables dodzy

policy states that users should not use the AlSuress

during off-hours. Therefore, the presence of aagert
number of people are outside working hours shoefdrr
1. Getting the model input parameters and initiaf® the possibility of penetration in the AIS_‘ The
configuration of the decoy targets. S|multan_eous presence of a large number of actersu
2. The calculation of the optimal configuration of theShOUIOI signal the penetration of the AIS and thespility
f the spread of the attack phase. In turn recothledact

d targetswith solving the optimizati blenf ad ¢
dg;:i?e/d S;gter;v;/r;()deslovmg © opfimization provie of penetration in turn suggests that the levelsi for AIS

3. Among the possible control actions are selectedh su reat [12]. In addition, the monitoring policy maicate

that provide maximal increase the probability ofne need for anaIyS|s_of monitoring files at Ieasl_ce_
selecting an attacking of decoy targets. every three days. This deviation from the monitgrin

4. Under change the parameters of the model the optinfP!i¢Y @t a high possibility of the spread of tfitaek must
configuration to be calculated again. also point out that the level of risk for AIS isryehigh.

Development of intrusion detection model based on For formalized description of the above provisiaisSP

the provisions of the security policy.Intrusion detection adwsa_\ble to write them in the for.rln of ﬂ,?e folloglnjles: :
system widely used as one of the most popular reased Ry: if t_he_ Users of the system more" "%‘”S' the "owtsid
modern automated information system (AIS). Thehe po_SS|b|I|ty of the penetration Of the"blg; .
increasing complexity of the technology of computer, Rz if the users of the system "a lot", the possipibf
attacks, observed at the moment, requires the titetenf '€ Penetration of the "big" and the possibility of
the most dangerous attack complex, consisting wéra¢  €Xtending the “high” of attack; L
stages, during which the attacker carries out roalicacts R If the time elapsed since the last analysis rooinig
using various methods [10]. Thus, computer attatkaild  Significant” files, the violation of policy moniting
be viewed as attempts to violate security polidy)(® the ~ 9reat’; - _ .
protected AIS, and for them to identify the necegsa Raif the possibility of the penetration of the "bighe
means to control many different parameters AlIS. risk level of "high"; _

Detection of complex attacks is difficult becaugetme Rs: if the possibility of the spread of the attackg'b
need to analyze different sources of informatiord an@nd @ violation of the "big"” monitoring policy, thevel of
research the relationship between the identifiedpks 'S is "very high". _ _
attacks [11]. Intrusion detection system should be !N general, the premise and the conclusion of the r
available to the database attributes identifiedology &0 consist of any non-zero number of atomic foasulf
attacks. For intrusion detection inappropriatecation of the various logical operations. Model rules of éxample
common features, common to all AlS as genera||§hown in Fig.2.For formahzmg the p_osmons of t&®
intension attacks varies for each AIS because pedds Proposed to use fuzzy hierarchical construct. In
on the characteristics of the system to which tteck is accordance with the use of fuzzy sets it allowstmally
directed. In particular, the formation of detectisigns define vague and open-ended terms that justifiesise of
must be taken into account especially the objeslivef“ZZY _sets and fuzzy logic fo_r the formalizationtbé _SP
structure and functioning of the AIS. As a basis e Provisions and to detect deviations from normalawdr
formation of signs of detection of computer attacha be AIS.
used AIS. SP allows for features and charactesistit
AIS, in particular, describes a model of insiderdan
external threats. It also includes external Al®infation -
model of external threats, as well as informatibow the
role of AIS in the outside world.

The structure includes private SP, describing the
parameters and criteria for the security of prateatiasses
of AIS resources. These policies define, that ismomaly
and normal behavior for a variety of system andvoet
settings and contain an assessment of criticalatienis
from normal behavior scenarios. Thus, the SP cawige
the information necessary for the formation of sigetect
attacks based on simple features of AlS. Howew@riss
document and contains almost no quantitative
characteristics of different criteria and paranmeter

Thus, in achieving the objectives of the study hawg
problem formalization signs of intrusion detectideyived Fig. 2. Model rules,that interpreting the positiafithe SP
from the provisions of the positions SP, and the
development of the algorithm, which allows detect In the above snippet rules model, interpreting e
complex attacks based on these signs. Also isfigated position, used linguistic variables "number of ssef the
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system”, "system time", "the ability to penetratéthie
possibility of extending"”, "risk" and the other iadf the
different values of the form a "big" and "high". this
case, the input values are the variables "numbasefs of
the system", "system time", "the
monitoring files". Other values are obtained by poting
for data fuzzy rules.

processed in the order of topologically sorted grages,
which will lead to the correct calculation of each
subsequent linguistic variable.

Since the structure of the relevant rules of tlggagph is

last analysis ofligraph without loops, it admits a topological swgtin

accordance with the algorithm [14].Attack detection
algorithm in the proposed model of intrusion detect

Thus, the set of rules obtained by the formalizatiosystemhas a next type:

positions of the SP, is a hierarchical construat #ilows
for the detection of computer attacks allowing tlog AIS
expressed in the provisions of its SP. This constcan
receive the input of the AIS quantitative indicatand
using qualitative description, AIS evaluate differe
security settings, in particular the current lesBkecurity
system, described by the linguistic variable "lesfealisk".
For a description of this construct and preserih it
form that allows for machining, it will considertinsion
detection system ontology as a set of linguistidaides
and fuzzy rules interpreting the position of the.FsiP
formation of values of the variables in the modet w

proposed to use the method of linguistic terms gisin

statistical data, allowing on the basis of statatidata

efficiently generate membership functions of lirgia

variables [13]. As statistical data can be useddats

obtained from the experts, and the data obtainedhby
experiment or observation of the operation of th& A
components in various conditions and modes.

Ontology models to detect attacks should includ
linguistic variable "level of risk", whose value isn
estimate of the risk of security events correspogdo the
identified attack. Upon detection of various at@clan be
used by other variables corresponding to stages

1. Processing used fuzzy ontologies, ontology for each
ordering rules in accordance with the topological
sorting algorithm. Specifying that the agents msst
collected in accordance with the input parametdrs o
ontologies.

Preparation of input parameter values. Transfer
received input parameters on modified fuzzy infeeen
algorithm.

Processing of the parameters by performing a nextlifi
algorithm of fuzzy inference.

Assessment of the obtained values of "interesting"
linguistic variables, evaluation of the level ofeaw
risk. In the case where the numerical value of
"interesting” linguistic variables exceeds a certai
threshold value, a decision is made about the
possibility that any other attacks.

Repeat steps 2, 3 and 4 until the external sigmal t
completion of the algorithm.

2.

3.

4,

5.

€ V. CONCLUSION

In conclusion, it should be noted that under proper
selection of the coefficients, the sum of squaredations
#bm the experimental data found to be the leastctli

complex attacks, such as "exploring”, "penetration’after presentation of all the instances from tragnsample
"distribution” and the other showing the level ofand correction of weight coefficients of neuralwertk is
confidence in the system that the attack passes tgiculated error training neural network on thésation.

appropriate stage. Described variables appear & th The method definition of necessary parameters obyle

ontology as "interesting".

The set of rules and linguistic variables can b
represented as a directed graph, its verticesuamy frules,
and the arc between the two regulations exishefd is a
linguistic variable, while participating in the aduasion of
the first and in the condition of the second rule.

Taken together, the ontology of the rules shouldubes
cycle, type sequence of rul®s, R,, ..., R,such that there
is a linguistic variable, occurring simultaneousty the
condition rules R;,; and R;rights of prisoners, for
=1,..,n—1antR; = R,, in otherwise, the values of
some linguistic variables remain uncertain. Thiadition
is equivalent to that in said directed graph sholod

targets allow maintain a configuration of decoyg#s in

the perimeter network, which will provide maximutavi
attacks on intrusion detection system, taking extoount
changes in the nature of external influence on the
protected network, as well as changes in its
parameters.Construction the detection of signsddriv
from positions of the security policy is solved by
providing intrusion detection system ontology asea of
linguistic variables and fuzzy rules, suitable foachine
processing.

REFERENCES

contours. The_ ontology Qescribes the_ model fU_ZBSrdO [1] F. Gunther, N. Wawro, and K. Bammann. Neural nets/dor
not form a linear, as in the classical algorithrazzy modeling gene-gene interactions in association ietudBMC
inference and hierarchical structure. Thus, for the gegft'@aloicsgzooﬁ-c ) C. Frenk. G. Granki Sil

: : : : : . Almeida, C. Baugh, C. Lacey, C. Frenk, G. Granht Silva,
|mplementa_t|on of t,he fuzzy_mference rU|eS, _In aeq and A. Bressan. Modelling the dsty universe i:ddtrcing the
structure W'_th plassmal algor'thm_ were mOd'f'e_da@S artificial neural network and first applications toninosity and
fuzzy implication and composition fuzzy inference colour distributions. Monthly Notices of the Roysdtronomical
algorithm is proposed to be carried out not in dit@ry, - io_c'?ty, '\;‘0255;‘45564' fr?‘lgo S Attack Detection based

: : PO ; njali. M, B.Padmavathi«DDo ack Detection base

and in this O,r‘?'er' when |InngtIC varlablgs thai,m up Chaos Theoryand Atrtificial Neural Network» 2014.

the rule conditions have already been defined etthethe (4] Kotenko, I. Saenko, O. Polubelova, and E. DoynikoVhe

basis of fuzzification, or on the basis of the suddready
in use. This procedure can be achieved, if thesrale

ontology of metrics for security evaluation andidien support
in SIEM systems,” in Proc. of the 8th Internatio@inference
on Availability, Reliability and Security (ARES'13)

Copyright © 2016 1JEIR, All right reserved
301



International Journal of Engineering Innovation & R esearch
Volume 5, Issue 5, ISSN: 2277 — 5668

Regensburg, Germany. IEEE, September 2013.

[5] Hansman, S., and Hunt, R. “A Taxonomy of Networld an
Computer Attacks.”"Computers & Security , 2004.

[6] Mandujano S. An Ontology-based Multiagent Architeet for
Outbound Intrusion Detection/S. Mandujano, A. Galv@. A.
Nolazco // Proc. 3rd ACS/IEEE International Confere on
Computer Systems and Applications, 2005.

[7] GulomovSh.R, Kadirov M.M. Guidelines for testingtrirsion
detection systems. Transactions of the Internatisc@ntific
conference «Perspectives for the development afrrimdtion
technologies ITPA-2015» 4-5 November, Tashkent 2015

[8] Abraham A. and Thomas J., Distributed Intrusion €dgbn
Systems: A Computational Intelligence Approach. //
Applications of Information Systems to Homeland 8&g and
Defense, Abbass H.A. and Essam D. (Eds.), Idea iGioa.
Publishers, USA, 2005.

[9] Li, Y., Xia, J., Zhang, S., Yan, J., Ai, X., Dai,:KAn dficient
intrusion detection system based on support veatahines and
gradually feature removal method. Expert Systemsh wi
Applications 39(1), 424-430 (2012).

[10] Tsai, C., Hsu, Y., Lin, C., Lin, W.: Intrusion det®n by
machine learning: A review. Expert Systems with Kqagions
36(10), 1199412000 (2009).

[11]  Amiri, F., Yousefi, M., Lucas, C., Shakery, A., Yami, N.:
Mutual information-based feature selection for uston
detection systems. Journal of Network and Computer
Applications 34(4), (2011).

[12]  Bosworth, S.; Kabay, M.; and Whyne,E., eds. CompBeeurity
Handbook. Hoboken, NJ: Wiley, 2014.

[13]  Slay J., and Koronios, A. Information Technologyc®ity &
Risk Management. Milton, QLD: John Wiley & Sons, Malia,
2006.

[14] ChengT., et.al. “Evasion Techniques: Sneaking Tginodour
Intrusion Detection/Prevention Systems.” IEEE Comiuations
Surveys & Tutorials, Fourth Quarter 2012.

AUTHORS' PROFILES

GulomovSherzodRajaboevich

Assistant professor.

was born February 26, 1983 year in Shakhrisabz city

Republic of Uzbekistan. In 2009 graduated

«Information technology» faculty of Tashkent

University of Information Technologies. Has more

than 80 published scientific works in the form of
articles, journals, theses and tutorials. Currentlyks of the department
«Information Security» in Tashkent University of fdrmation
Technologies.

KadirovMirhusanMirpulatovich

Senior lecturer. Was born May 22, 1985 year in

Tashkent city, Republic of Uzbekistan. In 2008

w graduated “Information technology” faculty of

‘ . Tashkent University of Information Technologies.
Has more 63 published scientific works in the faim
articles, journals, theses and tutorials.

Currently works of the department “Information teologies” in

Tashkent State Technical University.

TulyaganovZoxidjonYakubdjanovich
Assistant professor. Was born September 21, 1985
year in Tashkent city, Republic of Uzbekistan. In
2009 graduated “Information technology” faculty of
Tashkent University of Information Technologies.
‘r Has more 8 published scientific works in the form

of articles, journals, theses and tutorials. Culyemorks of the
department “Information technologies” in Tashkertat& Technical
University.

Copyright © 2016 1JEIR, All right reserved
302



