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Abstract — This paper presents an innovative Symmetric
Key based Audio Steganography algorithms for providing
security in mobile network. In this paper the data to be
transmitted is encrypted using proposed symmetric key
cryptography algorithm.  The encrypted text is hidden within
an audio file during transmission.  Fibonacci series based bit
replacement technique is used for the purpose of hiding the
data. The audio and the data file are converted into stream of
bits. Encryption is performed to convert the plain text to
cipher text using the proposed symmetric algorithm using
128-bit key. The bits of the cipher text to be replaced are
selected based on Fibonacci series. The time complexity of the
proposed algorithm is 75% less than the previous approach.

Keywords — Fibonacci series, Bit replacement,
Steganography, Symmetric key cryptography

I. INTRODUCTION

Secure data transmission has becomes necessary for
today’s mobile network. As in most of the mobile terminal
multimedia content is attached and internet access is
available by activating GPRS settings, therefore secure
data transmission is mandatory in mobile network.
Although security information is attached to the SIM
(Subscriber Identity Module) but more advanced and easy
cryptography algorithm is required to make the content
incomprehensible to an unauthorized user. Moreover it is
required to hide the information to prevent the intruder
from accessing the content. Steganography is the art and
science of invisible secret data communication. This is
accomplished through hiding information in other
information like within text, audio or video. The existence
of the communicated information is hidden to prevent the
intruder from understanding the content. In this paper
symmetric cryptography is used for encryption i.e. to
convert the plain text to cipher text. Symmetric
cryptography is used to avoid transmission of the key with
the data. The sender and receiver have the same key that is
used for encryption as well as for decryption. Audio
steganography based technique is used in this paper to
hide the text file. In this method the audio file is used as
media for hiding the important data. An Analog to digital
(A/D) converter is used for changing the audio file to bit
stream to hide and sent the data bit stream through it.
Digital to analog (D/A) converter is used for changing the
resultant encrypted bit stream to audio file. The resultant
audio file is sent over internet so that no one can
understand the existence of data within the cover file. In
the proposed symmetric cryptography algorithm, addition

modulo and multiplication modulo operation is used to
generate the cipher text. In the proposed steganography
method the bits of the encrypted text file are replaced
based on Fibonacci series and least significant bit
insertion. Least significant bit (LSB) insertion is a
common, simple approach to embed information in a
cover image. The least significant bit (in other words, the
8th bit) of some or all of the bytes inside cover file is
changed to a bit of the secret message. Cryptography is the
technique to achieve security by encoding the data to make
it non-readable. Encryption is the process of converting
original message i.e. plain text to cipher text and
decryption is the process to convert the cipher text to the
plain text i.e. to the original message. Cryptography is a
Greek word which means “Secret Writing” [1].
Cryptography is of two types: Symmetric key
cryptography and asymmetric key cryptography. In case of
symmetric key cryptography the same key is used for
encryption and decryption. In Asymmetric cryptography
different keys are used for encryption and decryption [2].
Steganography is an old method of hiding data in some
media like audio, video or in text media. The word
steganography means “covered writing” [3]. The idea and
practice of hiding information has a long history. In
Histories, the Greek historian Herodotus Writes of a
nobleman, Histaeus, who needed to communicate with his
son-in-law in Greece. He shaved the head of one of his
most trusted slaves and tattooed the message onto the
slave’s scalp. When the slave’s hair grew back the slave
was dispatched with the hidden message [4]. Two other
technologies that are closely related to Steganography are
watermarking and fingerprinting [5]. These technologies
are mainly concerned with the protection of intellectual
property, thus the algorithms have different requirements
than Steganography. The requirements of a good
steganography algorithm will be as follows. In
watermarking all of the instances of an object are
“marked” in the same way. The kind of information
hidden in objects when using watermarking is usually a
signature to signify origin or ownership for the purpose of
copyright protection [6]. On the other hand, fingerprinting
unique marks are implanted in individual copies of the
carrier object supplied to different customers to enable the
intellectual property owner for identifying customers who
break their license agreement by supplying the property to
third parties [7]. In another method, bit of each byte of the
text file is replaced by selecting the least significant bit
(LSB) of each byte [8]. LSB replacement is an old method
and used vividly in case of communication, as a result the
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intruder can easily access the data. An advanced system of
encrypting data combining with steganography is
proposed in [9]. Linear mixed effects model is used to
generate a set of statistical features in combination with
wavelet decomposition for image steganography detection
in [10]. For embedding data in the inactive frames of low
bit rate audio streams, a high-capacity steganography
algorithm is proposed in [11]. Steganography can be used
for detecting automatically characterized regularities in
output media caused by weak implementations of
steganography methods as mentioned in [12]. A
symmetric cryptographic scheme is proposed in [13] that
distributes symmetric keys between mobile nodes in two
steps: in first step, it distributes certificates during the
route request process and in the second step; it
disseminates symmetric keys during the route reply
process.

In this paper, we have merged both the security
management schemes, symmetric cryptography and
steganography, to introduce a strongly secured data
transmission. In section 2 we have proposed an innovative
symmetric cryptography and steganography method; in
section 3 performance of the proposed method is
evaluated; section 4 contains conclusion.

II. PROPOSED METHOD

To prevent the intruder from decoding the original
message, a new symmetric key cryptographic algorithm
and Fibonacci series based bit replacement technique is
proposed in this paper. The audio file is first converted
into bits stream using A/D converter. This stream of bits is
divided into a number of blocks (AB) each containing
eight bits. The text file to be transmitted is converted into
stream of bits using A/D converter.  After that the data bits
are divided into a number of blocks (PB), each containing
128 bits. The blocks are numbered starting from 0, to
identify the blocks. For example, if there are 64 blocks, the
id of the blocks will range from 0 to 63. The audio files
data with data bits use Logarithm series. 128-bit key is
used for encryption. As symmetric algorithm is used
therefore the same key is used for encryption and
decryption.  Now, if the text block id is even, the original
128-bit key (K1) will be used for encryption operation. If
the text block id is odd, then the one’s complement of the
128-bit key (K2) will be used to encrypt the text file. The
original 128-bit key, the 128-bit key obtained performing
one’s complement on the original key and the 128-bit
plain text are divided into a number of blocks each
containing 16-bits. In the proposed algorithm ADD*
means addition modulo 216 and MULTIPLY* means
multiplication modulo 216. As each block contains 16 bits,
we have considered addition modulo 216 and
multiplication modulo 216.

A. Encryption Method
The proposed encryption algorithm is given below:

Step1:  Consider a 128-bit text block;

Step2: Check the id of the text block is even or odd;

Step3:   If the id of the block is even,

Step4:         Copy the original 128-bit key (K1) in the buffer
and name the key as K;

Step5:    Else

Step6:        Copy the one’s complemented 128-bit key (K2) in
the buffer and name the key as K;

Step7:    End

Step8:    Divide K into a number of blocks (KB) each
containing 16-bit;

Step9:    Divide the 128-bit plain text block into a number of
blocks (PB) each containing 16-bit;

Step10:  If number of 16-bit plain text blocks (PB) = number
of 16-bit key blocks (KB),

Step11:        Go to Step22;

Step12: Else if PB>KB,

Step13:        Determine PB-KB;

Step14:        Select (PB-KB) blocks each containing 16 bit
and all bits are zero; Mark them as (PB-1)th and
PBth text block;

Step15:        Go to Step22;

Step16:  Else

Step17:         Determine KB-PB;

Step18:        Select (KB-PB) blocks each containing 16 bit
and all bits are zero;

Step 19:        Mark them as  (KB- 1)th and KBth key block;

Step20:         Go to Step22;

Step21:  End

Step22:  Select the block containing the LSB of the text file,
mark it as 0th text block, mark other (x-1) blocks
sequentially where total number of blocks is x;

Step23:  Select the block containing the LSB of the key, mark
it as 0th key block, mark other (x-1) blocks
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sequentially where total number of blocks is x;

Step24:  Do  MULTIPLY* operation  between ith text  block
and ith key  block  bit  by  bit  basis where
0≤i≤x-1;

Step25:  Do ADD* operation  between  resulted  blocks
of  step23 and  step24 bit  by  bit  basis  where
0≤i≤x-1;

Step26:  Calculate one’s complement of each key block;

Step27:  Do XOR between the resultant blocks of step25
and step26 bit by bit basis where 0≤i≤x-1;

Step28:  Merge the all 16-bit blocks obtained after
completion of step27 to generate the 128-bit
encrypted text block;

Step29:  End

Fig.1 presents the block diagram of the proposed
encryption algorithm.

Fig.1. Proposed Encryption method based on Symmetric
key cryptography

Using this proposed algorithm encrypted text is generated.

B. Proposed Steganography Method
In this algorithm we have considered two variables a and

b to perform the sum and a third variable z is used. Seven
bit ASCII character set is considered. Thus 27=128
characters are available and 7-bit is required to present
each character. Number of bits is presented by a variable
power in this algorithm. An array A[] is used to store 1 or
0 for each character depending on the value of the variable
c. The proposed Fibonacci series based bit replacement
based steganography algorithm is as follows:

Step1:    Calculate the size of audio file and store in s;

a) Break the audio file in 8 bit blocks
b) Calculate the no of total blocks

Step2:    Calculate size of the encrypted text file, x;

Step3:    For each character c of the text and convert it into
binary form.

Step4:    Set power=7

Step5:    Increment power by 1.

Step6:         If c = (power<<1)

Step7:             Store 1 in array A[] and set power =power-1

Step8:         Else

Step9:               Store 0 in array A[] and set power =power-
1

Step10:    End

Step11:    If (8*size of text(x) > size of audio file(s))

Step12:           Set z=0;

Step13:           Set  a=0;b=1;

Step14:           Do sum=a+b;

Step15:   Else

Step16:           go to step 18;

Step17:   End

Step18:   If (z<x)

Step19:           Replace the position (8 - sum) by sum and
set z=z +1 go to step 26;

Step20:   Else

Step21:           go to step 28

Step22:   End

Step23:   If sum>5 [i.e. 7th position is reached as according
to Fibonacci series:{ 0,1,1,2,3,5,8, ….}]

Step24:    go to step 13;

Step25:   Else

Step26:              Set a= b; b= sum; do sum = (a+b),
go to step18;

Step27:   End



Copyright © 2012 IJEIR, All right reserved
274

International Journal of Engineering Innovation & Research
Volume 1, Issue 3, ISSN : 2277 – 5668

Step28:   Convert the bit stream to decimal equivalent

Step29:   Do D/A conversion

Step30:   Transmit the output audio file

Step31:   End

Fig.2 presents the block diagram of the proposed
steganography algorithm.

Fig.2. Proposed Steganography method

Using the proposed steganography algorithm, hidden data
is generated.

In the proposed steganography method, the size of audio
file and data file are checked.  If the audio file is at least 8
times of the encrypted data input file in size, then only this
replacement can be done. We replace up to the 5th position
from the end of the byte of each byte of audio file to
prevent distortion. Then these bits are converted to analog
signal with help of D/A converter and sent over network.
Example: Let the original text is: Anwesha, Nabamita.
128-bit key is:
10101110011100111010100001100101010101111110010
10000000001101101110011011101000111111000001111
1110010010000110010110110101000101

The text is first converted into its corresponding ASCII
code and then into binary strings each containing 16-bits.
The obtained text is then divided into a number of block
each containing 128-bits. Each 128-bit string is then
divided into a number of blocks each containing 16-bits.
So, the number of blocks taken in each step is 8. In this
example the number of generated blocks each containing
128-bit is 17 and 17 is not a multiple of 8, blocks
containing 0 bits are added to perform the MULTIPLY*,
ADD* and XOR operations. The generated binary string is
as follows:

00000000010000010000000001101110000000000111011
10000000001100101000000000111001100000000011010
00000000000110000100000000001011000000000000100
00000000000010011100000000001100001000000000110
00100000000001100001000000000110110100000000011
01001000000000111010000000000011000010000000000
00000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000
00000000.

This stream of bit is divided into 24 blocks each
containing 16-bits. In each step 8 blocks i.e. 128-bits are
taken and encryption is performed on the taken 128-bit
using the 128-bit key. Three times the blocks are taken in
this example to perform the encryption operation. The first
16-bit block from the first taken 128-bit block is:
0000000001000001, the first 16-bit key block:
1010111001110011. One’s complement of first 16-bit key
block: 0101000110001100. The string generated after
MULTIPLY*:1011010011001101. The string generated
after ADD* operation: 011001011010. The output
generated after XOR operation according to algorithm1:
1010100000101001. This procedure is repeated for each
16-bit block of the 128-bit block. Using algorithm1 the
encryption operation is performed on each 128-bit text
block. The final binary string generated after merging all
128-bit blocks is:
10101000001010010010110101011110100110011000100
10101010001010000101000001011000011111111111111
10100110110100110100001101101100011111111111111
11011010100111111111101010110110100111111111111
11100111000010011101111110000010110111111111111
11110110101100001011010101100110100111111111111
11111010000000011101110001001110111101111111111
11111101010011110011010011000100011001011111111
11111110

Fig.3. The wav file used as cover file

On this binary string the proposed steganography
method i.e. Fibonacci serried based bit replacement
technique is applied to generate the final output. The
audio file taken is represented in Fig.3. It is converted
into stream of bits using A/D converter:
10101000001010010010110101011110100110011000100
10101010001010000101000001010000111111111111111
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01001101101001101000011011011000111111111111111
10110101001110011111010101101101001111111111111
11001110000100111011111100000111101110011111111
11101110011001110110110111001100101111111111111
10110100110000110011100010011101011011111111111
11011010100111100000100110001000110010111000111
10011101101110111011000000111011101011111111110
11100110011101101101110011000011111001111111011
01001100011001100011011010110111100111111101101
01001111000001001111010001100101110101111001110
11001110101010000010100100101101010111101001100
11000100101010100010100001010000010110000111111
11111111101001101101001101000011011011000111111
11111111110110101001110011111010101101101001111
11111111111001110000100111011111100000111101110
01111111111101110011001110110110111001100101111
11111111110110100110000110011100010011101011011
11111111111011010100111100000100110001000110010
11100011110011101101110111011000100111011111100
00011110111001111111111101110011001110110110111
00110010111111111111110110100110000110011100010
01110101101111111111111011010100111100000100110
00100011001011100011110011101101110111011000000
11101110101111111111011100110011101101101110011
00001111100111111101101001100001100111000110111
01011011110011111110110101001111000001001111010
00110010111010111100111011001110101010000010100
10010110111001111111111101110011001110110110111
00110010111111111111110110100110000110011100010
01110101101111111111111011010100111100000100110
00100011001011100011110011101101110111011000100
11101111110000011110111001111111111101110011001
11011011011100110010111111111111110110100110000
11001110001001110101101111111111111011010100111
10000010011000100011001011100011110011101101110
111011000000111011101011111111110
This stream of bit is sent to the receiver.

C. Decryption Method
The decryption method is just the reverse of the

encryption process. The receiver uses Fibonacci series
based bit replacement algorithm to generate the encrypted
text file. After that the same 128-bit is used by the receiver
to decrypt the text file to obtain the original text

III. RESULTS AND DISCUSSIONS

D. Time Required for Encryption
Time required to convert the plain text to cipher text

using the proposed symmetric cryptography method is m
where m is the number of blocks. As ADD*,
MULTIPLY* and XOR operations are performed on m
number of blocks. As a result required time for ADD*
operation (TCA) = m . The time required for MULTIPLY*
operation (TCM) = m . The time required for XOR
operation (TCM) = m .  Therefore, the total time required

for the encryption operation (TCT) = mmmm 3
.

As each block contain 16-bits and if the text file contains

n bits, the number of blocks =
16

n
m .

Therefore, the encryption time is given by,

16

3

16
33

nn
mTCT  (1)

E. Time Required for Encryption

Time for conversion of audio file is ct time for

replacing the rt bits. Total time for bit replacement =

rc tt  . The number of bits in the text file is n. For each

character to bit transformation the required time is 7n. For
binary transformation it needs 8n time. For replacing each
bit of audio file it needs n2 time. Therefore total time

required for bit replacement ( BTT )

287 nnnttT rcBT  (2)

Total time required for encryption and bit replacement
(TT) = Time required for encryption obtained from
equation (1) + Time required for bit replacement obtained
from equation (2)=

22

16

243
87

16

3
n

n
nnn

n
TT BTCT  (3)

As each byte of data contains 8-bits, therefore the data if
converted into byte, the time required will be given by,

22

8

1
2

8

1

816

243
nnn

n
TT 


 (4)

As a result the time complexity of the proposed
symmetric cryptography based steganography method is

given by )( 2nO . Fig. 4 represents the time required for

the proposed method calculated using equation (4) with
respect to the data size in byte.

Fig.4. Data size vs. Time
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Encryption based on proposed symmetric cryptography
method is performed on the plain text and time required
for this process is calculated using equation (1). After that
the proposed steganography method is performed on the
encrypted text file. The time required for this mechanism
is determined using equation (2). The total time required is
calculated using equation (4) and plotted with respect to
the size of data in byte as shown in Fig.4. As the time
required is directly proportional to the size of data, the
time is increased with the increase in data size. Fig.4 also
demonstrates that the proposed method reduces the time
complexity up to 75% than previous method [8].

Fig.5. The original text and the encrypted text generated
using proposed method and LSB replacement method

Fig.5 represents the original text and the encrypted text
generated using proposed method and LSB replacement
method. This figure demonstrates that the encrypted text
of the proposed method is as complicated as the text
generated using LSB (Least significant bit) replacement
method. From Fig.4 and Fig.5 we can conclude that the
proposed method can provide complicated text as in LSB
method at a less amount of time.

IV. CONCLUSION

A symmetric key cryptographic algorithm is proposed to
convert the plain text into cipher text using a 128-bit key
to prevent intruder from understanding the data. The
proposed symmetric cryptography technique is based on
multiplication modulo, addition modulo and XOR
operation. As 128-bit key is used, 2128 operations will be
required to decode the data if the key is unknown to the
decoder. The proposed steganography method is based on
Fibonacci series based bit replacement technique. In the
proposed method, bits to be replaced are selected based on
Fibonacci series technique. The text file is hidden in an
audio file. The selected bit of 8-byte audio block is
replaced by one bit of the encrypted text block. In the
proposed method, the text is first encrypted using
symmetric key cryptography and on the encrypted text
proposed steganography method is performed to hide the
encrypted data. As a result the decoder has to perform two

operations to get the original text and it is very difficult for
the intruder to access the data. We can conclude that the
proposed symmetric key cryptography based
Steganography method provides confidentiality to the
transmitted text file. The proposed method has average

case complexity )( 2nO and it reduces the time

complexity up to 75% than previous method.
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